
Rackspace Non-Disclosure Agreement for Rackspace’s Audit or Security Reports 

Instructions 

You have requested to receive copies of Rackspace’s audit and/or security reports 

covering Rackspace’s operations. 

Audit and security reports are Rackspace’s confidential information. Rackspace is willing 

to provide copies to you subject to your agreement to the terms and conditions of the 

non-disclosure agreement set forth below.  Please read them carefully. 

By clicking on the “I ACCEPT” button at the bottom of this document, you signify that you 

agree to be bound by these terms. Such acceptance and agreement shall be as 

effective as your written signature. 

Agreement 

In consideration of the terms contained in this agreement, the Rackspace Customer (the 

“Recipient”) and Rackspace US, Inc. (“Rackspace”) agree as follows: 

1. Confidential Information. The term “Confidential Information” shall mean all audit 

and/or security reports covering Rackspace’s operations disclosed by Rackspace. It 

includes any report prepared by an independent auditor of its examination of 

Rackspace in accordance with the American Institute of Certified Public Accountants’ 

(“AICPA”), the International Auditing and Assurance Standards Board (“IAASB”), the 

International Organization for Standardization (“ISO”) and the Payment Card Industry 

Security Services Council (PCI). For the avoidance of doubt, Confidential Information 

shall include SOC, ISO, PCI-DSS reports and any associated FAQ’s or supporting 

documentation. 

 

2. Affiliate. In this agreement the term “Affiliate” means, in relation to a party, any 

company which, from time to time, Controls that party, is Controlled by that party, or 

is under common Control with that party and “Control” means the ownership of more 

than 25 percent (25%) of the issued share capital of the party in question, or the 

legal power to direct or cause the direction of the general management and policies 

of the party in question, and “Controls” or “Controlled” shall be construed 

accordingly. 

 

3. SOC and ISO Report Acknowledgement. This section 3 applies only to those 

recipients receiving SOC and/or ISO reports who are not at this time a Rackspace 

customer or its auditor or a customer of a Rackspace customer and its auditor. 

 

3.1. The recipient understands that an independent auditor (“Auditor”) was engaged 

by Rackspace to perform a SOC or ISO service auditor’s examination for 

Rackspace (the “Services”). Recipient has requested that Rackspace deliver to 

it a copy of the Auditor’s report (including any portion, abstract and/or summary 

thereof, (the “Report”) prepared by Auditor in connection with the Services. 

 



3.2. The recipient understands that the Services were undertaken, and the Report 

was prepared solely for the information and use of Rackspace, Rackspace’s 

customers and their auditors, and the customers and auditors of Rackspace’s 

customers, and was not intended for use by Rackspace’s prospective customers 

and auditors, or customers and auditors of Rackspace’s prospective customers. 

Auditor has made no representation or warranty to the recipient as to the 

sufficient of the Services, or otherwise with respect to the Report. Had Auditor 

been engaged to perform additional services or procedures, other matters have 

come to Auditor’s attention that would have been addressed in the Report. 

 

3.3. The Services did not constitute an audit review or examination of financial 

statements in accordance with generally accepted auditing standards of the 

American Institute of Certified Public Accountants or the standards of the Public 

Company Accounting Oversight Board or an examination of prospective financial 

statements in accordance with applicable professional standards, or a review to 

detect fraud or illegal acts. The Services did not include any procedures to test 

compliance with the laws or regulations or any jurisdiction. 

 

3.4. The recipient further acknowledges and agrees that the recipient does not 

acquire any rights against Auditor, any other member firm of Auditor’s global 

network, or any of its respective affiliates, partners, agents, representatives or 

employees (collectively, the “Auditor Parties”), and Auditor assumes no duty or 

liability to recipient in connection with the Services or the Report. The recipient 

hereby releases each of the Auditor Parties from any and all claims or causes of 

action that the recipient has, or hereafter may or shall have, against the Auditor 

in connection with the Report or Auditor’s performance of the Services. The 

recipient may not rely on the Report, and will not contend that any provisions of 

United States or state securities laws could invalidate or avoid any provision of 

this Agreement. 

 

3.5. In addition, except where compelled by legal process (of which the recipient shall 

promptly inform Auditor and tender to Auditor, if Auditor so elects, the defense 

thereof), the recipient agrees that it will not disclose, orally or in writing any 

Report, or make any reference to Auditor in connection therewith, in any public 

document or to any third party. 

 

3.6. It is agreed and understood that Auditor shall be a third party beneficiary to this 

Agreement. 

 

4. Use. The Recipient shall only use the Confidential Information to evaluate 

Rackspace’s operations for compliance with Recipient’s security, regulatory and 

other business policies (the “Purpose”). 

 

5. Disclosure.  



5.1 Recipient shall use at least reasonable care to protect the Confidential Information 

from unauthorised use and inadvertent disclosure. Recipient shall not disclose the 

Confidential Information to any third party except: 

 

5.1.1 Disclosure to Recipient’s Affiliates, customers, consultants, employees or 

other third parties who need to know the Confidential Information for the 

Purpose, provided that such third party is informed of the confidential nature 

of the Confidential Information and will bound by the Recipient to hold the 

information in confidence in terms equivalent or as stringent to those of this 

Agreement. The Recipient shall be primarily liable for any acts or omissions 

of such third parties which would have been a breach of this agreement were 

it done or omitted to be done by the Recipient. 

 

5.1.2 Disclosure of Confidential Information as required by law in the reasonable 

opinion of the Recipient’s counsel provided that the Recipient shall provide 

Discloser with prompt advance written notice of disclosure at least fifteen (15) 

days unless: (i) the Recipient is legally compelled to make such disclosure on 

fewer than twenty (20) days from the date it becomes aware of the 

requirement, in which case the Recipient shall give Discloser as much notice 

as is reasonably practicable under the circumstances, or (ii) notice is 

prohibited by law. The Recipient shall limit disclosure under this paragraph 

5.1.2 to that Confidential Information which is legally required to be provided 

in the reasonable opinion of Recipient’s counsel, and at Discloser’s request 

and expense, the Recipient shall cooperate with Discloser’s reasonable 

efforts to avoid or limit disclosure. 

 

6 Inadvertent Disclosure. Recipient agrees to promptly notify Rackspace in the event 

there is a disclosure of Confidential Information other than authorised by this 

Agreement, either intentionally or inadvertently, and to assist Rackspace in 

recovering any such Confidential Information and/or mitigating harm to Rackspace 

resulting from such unauthorised disclosure. 

 

7 Term and Termination. Recipient may use the Confidential Information for the 

Purpose for a period of one (1) year from date of disclosure by Rackspace. 

Rackspace may terminate this agreement at any time by providing ten (10) days’ 

advance written notice. Upon termination of the Agreement, Recipient will promptly 

return or destroy all originals or copies of the Confidential Information and provide 

written certification that it has done so. The obligations stated in this agreement shall 

survive expiration of this agreement as to information disclosed prior to the expiration 

of this agreement for a period of five (5) years from the date of disclosure. 

 

8 Securities Laws. Recipient acknowledges that Rackspace corporate group is owned 

by a publicly held company, and that United States securities laws prohibit any 

person who has material, non-public information about a public company from 

purchasing or selling securities of that company, or communication such information 

to any other person where it is reasonably foreseeable that the person is likely to 



purchase and sell those securities. Recipient agrees that it will not use, or cause any 

third party to use, any Confidential Information, or other material non-public 

information regarding Rackspace or its Affiliates in violation of applicable laws. 

 

9 Disclaimers. Nothing in this Agreement imposes an obligation on either party to 

enter into any new business relationships. Rackspace makes no warranty or 

representation whatsoever regarding the accuracy of completeness of the 

Confidential Information.  This Agreement does not create any assignment by 

Rackspace of any rights in its intellectual property.  

 

 

10 Notices. Notices under this agreement shall be given in writing by electronic mail, 

return receipt requested, confirmed by facsimile or first class post. Notices to 

Rackspace shall be sent to General Counsel, Rackspace US, Inc., 1 Fanatical Place, 

City of Windcrest, San Antonio, Texas 78218, United States of America and copied 

to legalnotice@rackspace.com. Notices to Recipient shall be sent to the contact 

address Rackspace has for the Recipient. Notice shall be deemed given, received 

and effective at the time sent, provided that if such time is not during normal 

business hours for the receiving party, notice shall be deemed given, received and 

effective as of the time that the receiving party’s business hours next begin. 

 

11 Governing Law/Disputes. The laws of the country (or where applicable, the State) 

in which the contracting Rackspace entity has its registered office address (exclusive 

of its choice of law principles) govern this agreement. Rackspace and Recipient 

hereby irrevocably submit to the non-exclusive jurisdiction of the courts of the 

country (or where applicable, the State) in which the contracting Rackspace entity 

has its registered office address, in relation to any dispute arising from or relating to 

this agreement. Rackspace and Recipient acknowledge that injunctive relief 

prohibiting disclosure is an appropriate remedy under this Agreement. To the extent 

permitted by law, Rackspace and Recipient waive the right to a trial by jury in respect 

of any litigation arising out of or related to this agreement and activities connected 

with this agreement. 

 

12 Final and Complete Agreement. This agreement represents the final and complete 

agreement between Rackspace and Recipient regarding the Purpose and 

supersedes and replaces any prior or contemporaneous communication, 

understanding or agreement, whether written or oral. 

 

 

 

 

 

I ACCEPT 

(Double-click Icon attachment above 

to view report) 

 

 

 

 

I DO NOT ACCEPT 

(Close document and do not view 

report) 
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FACILITIES	  DESCRIPTION	  
IAD2	  Data	  Center	  –	  Ashburn,	  VA	  
	  
	  


Facility	  
• Data	  Center	  floor	  for	  entire	  site	  is	  approximately	  171,200	  square	  feet	  
• IAD2	  computer	  room	  is	  11,000	  square	  feet	  	  
• Site	  is	  manned	  24x7x365	  with	  Rackspace	  operations	  personnel	  
• Preventative	  Maintenance	  contracts	  on	  all	  facility	  infrastructure	  systems	  
• SSAE16	  compliant	  
	  
Security	  
• Staffed	  24/7	  with	  separate	  security	  lobby	  
• Card	  reader	  access	  required	  to	  enter	  facility	  
• Biometric	  scanner	  access	  required	  to	  enter	  data	  center	  floor	  
• Security	  cameras	  recorded	  by	  digital	  video	  recorder	  
	  
Power	  
• Facility	  rated	  at	  200	  watts	  per	  square	  foot	  
• 2.275	  MW	  critical	  power	  to	  computer	  room	  
• 36.4	  MW	  total	  critical	  power	  to	  site	  
	  
UPS	  
• 32	  Rotary	  power	  systems	  with	  1300	  KW	  of	  critical	  output	  each	  (N+2	  configuration)	  
• UPS	  provides	  instantaneous	  conditioned	  power	  for	  facilities	  until	  generator	  


synchronization;	  transfer	  of	  power	  is	  automatic	  
	  
Generators	  	  
• 32	  diesel-‐powered	  emergency	  generators	  with	  2,250	  KW	  capacity	  each	  (N+2	  


configuration)	  
• Fuel	  supplier	  agreements	  in	  place	  to	  deliver	  fuel	  as	  needed	  
	  
HVAC	  
• Evaporative	  chilled	  water	  plant	  with	  500,000	  gallons	  of	  onsite	  emergency	  water	  
• 17,280	  Tons	  of	  cooling	  capacity	  (N+2	  configuration)	  
	  
Fire	  Protection	  
• Laser	  based	  Early	  Smoke	  Detection	  	  	  
• Dry	  pipe	  pre-‐action	  fire	  suppression	  system	  
	  
Facility	  Monitoring	  
• NARC	  –	  Network	  monitoring	  software	  
• Eaton	  Foreseer	  Facility	  Monitoring	  System	  
	   	  	   	  
Customer	  Access	  
• Customers	  retain	  administrative	  control	  of	  their	  leased	  servers.	  	  Rackspace	  retains	  


control	  of	  dedicated	  networking	  hardware	  such	  as	  firewalls	  and	  load	  balancers	  	  
• Console	  level	  access	  is	  provided	  via	  Terminal	  Services	  of	  SSH	  over	  VPN,	  depending	  upon	  


platform	  
	  
	  
	  


DATA	  CENTER	  PHOTOS	  
(Physical	  access	  to	  devices	  
within	  Rackspace	  data	  centers	  
is	  restricted	  to	  authorized	  
Rackspace	  personnel	  
	  


ACC4/IAD2	  


Computer	  Room	  Raised	  Floor	  


Generator	  Room	  
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Backup	  and	  Recovery	  
• Fully	  managed	  backup	  to	  centralized	  storage	  is	  available;	  offsite	  tape	  rotation	  is	  


optional	  
	  
Network	  Infrastructure	  	  
• Redundant	  Cisco	  3-‐tier	  LAN	  Architecture	  
	  
Physical	  Connectivity	  
• Multiple	  fiber	  carriers	  
• Copper	  and	  fiber	  installed	  and	  terminated	  to	  onsite	  demarcation	  
	  
Transit	  	  
• Multiple	  Tier-‐1	  Service	  Providers	  
• 10-‐Gigabit	  Ethernet	  per	  carrier	  (multiple	  gigabits	  of	  total	  bandwidth	  available)	  	  
	  
Routing	  
• Redundant	  Cisco	  6500	  Series	  	  and	  ASR	  9000	  Series	  Switches	  for	  edge	  and	  core	  routing	  
• Internap	  FCP	  route	  optimization	  
	  
Switching	  
• Cisco	  4948	  Series	  Switches	  for	  aggregation	  
• Cisco	  2960	  Series	  Switches	  for	  distribution	  


 


Electrical	  Room	  


Cooling	  Towers	  
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